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Abstract— Visual cryptography is a technique to diffuse and disguise a secret image into a 2D pattern of black and white 

pixels, called shares. Individual or any k-1 shares have no clue about the secret image, but any k shares out of n, can 

decode the secret image. These meaningless shares are subject to suspect for the intruders. Stacking of shares reconstructs 

the secret image populated with noisy pixels. In addition to these traditional visual cryptography suffer with pixel 

alignment problem. To resolve these problems this paper proposes a (2, 2) mutated random grid approach to share a secret 

image into visually pleasing shares. The solution to the problem is based on assignment of instances of random two 

dimensional matrix of binary numbers and its XOR operation with respective pixels with auxiliary gray image. It requires 

lightweight computing device to decode the secret image. Comparative analysis of the experimental results with that of 

existing fundamental approaches shows that proposed approach performs better. 
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I.   INTRODUCTION  

 

Visual cryptography, a visual secret sharing technique used 

to secure image data. It takes digital secret image as input 

and process it using the code-book to make n share images 

as output. These n share images are assigned to n members 

of a group of participants. Individual or any less than k 

members from a group of participants have no clue about 

input secret image. At a later time whenever required any 

k, 2 ≤ k ≤ n or more members of the group can reveal the 

secret image by stacking their share images printed on 

transparencies. 

 

Unlike, traditional cryptography, visual cryptography is 

free from dependency on key, as secret key in a symmetric 

encryption or a pair of key in an asymmetric encryption. In 

addition to these confidentiality achieved through 

executing simple algorithms. Due to various advantageous 

features wide studies on visual cryptography and its 

associated properties such as its application to different 

type (Binary, Gray etc.) of secret images, reduction of 

noise pixels of the shares, multiple secret sharing, contrast 

improvement of the reconstructed secret image, reduction 

of pixel expansion etc. are conducted using the pioneer 

work done by Noar [1]. Constructions of visual 

cryptography for general access structures are given in 

[2,3]. Extended Visual cryptography [4,5] proposed with 

the objective of meaningful appearance of shares, so that 

users can identify and manage them easily. Halftone visual 

cryptography [6,7] proposed with the intention to apply 

visual cryptography to gray and color secret image. Bounds 

on optimal contrast, are proposed in [8, 9]. Probabilistic 

visual cryptography [10, 11, 12] and random grid visual 

cryptography secret sharing schemes absolve pixel 

expansion very well. Random grid visual secret sharing 

(RGVSS) is a kind of visual secret sharing techniques 

which do not need a code - book to encrypt the digital 

image and no pixel expansion in the random grids. 

Principle of the random grid method proposed by Kafri and 

Keren [13]. Random grids are created by flipping the coin 

for each and every pixel of the input image. When both the 

random grids are superimposed (OR operation), input 

image can be revealed by the human visual system due to 

differences in light transmitted by the random grids. This 

method is so called   (2, 2) random grid visual 

cryptography. The Major advantage of random grid visual 

cryptography is that expansion free shares are generated 

without using implicit or explicit code-book. Application 

of random grid for grayscale and color images augmented 

by Shyu[14,15]. Shyu first converted gray scale secret 

image into halftone image, after that basic algorithm are 

adopted for the encryption purpose. Generalized random 

grid visual cryptography proposed in [16,17]. 

 

Chen, et al. [18] proposes (2, n) and (n, n) methods to 

encrypt the input image by random grids. Random grid-

based visual secret sharing with OR and XOR decoding 

methods investigated by Wu and Sun [19]. All above 

discussed schemes are not user friendly because of 

meaningless shares. The Quality of reconstructed secret 

image still a major issue for the researchers. To improve 

the quality of reconstructed secret image XOR-based visual 
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secret sharing investigated by Tuyls et. al.[20]. Wu, et al. 

[21] adopted exclusive-OR operation in random grids for 

creating meaningful shares. Visual secret sharing with 

user-friendly random grids given by Chen and Tao[22]. 

User friendly random grid visual secret sharing for general 

access structures proposed by Pang et al.[23]. Construction 

for progressive visual cryptography defined by S.B. 

Bhagate,[24]. Progressive approach for QR code in 

association with visual cryptography studied by Komal S. 

[25]. Shares produced by these random grid secret sharing 

schemes are populated with noisy pixels therefore subject 

to suspect for intruders. To void the problem of suspect by 

intruders, this paper proposes mutated random grid 

approach to share secret image into visually pleasing 

shares.  

 

In this paper, Section II gives a brief review of existing 

approaches. The proposed approach described in Section 

III. Experimental results are shown in Section IV and the 

conclusion is made in Section V. 

 

II. RELATED WORK 

 

To fulfill the intended objective of visual secret sharing 

three basic approaches are developed, which are 

deterministic, random grids and probabilistic approach, 

which are briefly described in the sub-sections A, B and C 

respectively. 

 

A. Deterministic Approach 

In this approach of visual cryptography, the secret image 

shared among n shares, distributed to n participant. 

Whenever required, secret can be exposed using any k ≤ n 

shares of participants.  

 

 
Fig. 1: Results of (2, 2) Deterministic approach (a) Secret image 

(b) Share S1 (c) Share S2 (d) Revealed Secret image 

 

Here, Threshold k plays an important role, any one or any 

combination of k−1 shares have no clue about the secret 

image. For illustration, experimental results for the special 

case of (k, n) threshold visual cryptography where k = n = 

2 are given in the Fig. 1. Here, due to pixel expansion 

(m=2) shares and revealed secret image are double in size 

to secret image. So that revealed secret image distorted in 

shape. It is also visible that revealed secret image 

populated with noise pixels. Using this approach only 50%, 

pixels are reconstructed correctly. 

 

B. Random grids Approach 

By default, this approach is free of pixel expansion as well 

as requirement of code book to encrypt the pixels of secret 

image. 

  

 
Fig. 2: Results of (2, 2) Random grids approach (a) Secret image 

(b) Share S1 (c) Share S2 (d) Revealed Secret image 

 

It is first proposed and pioneered by Kafri and Keren in 

1987. Using one of the three algorithms introduced in [2], a 

binary picture or shape is encrypted in two random grids 

for which experimental results are shown in Fig. 2. Here, 

only 25% pixels are revealed correctly. 

 

C. Probabilistic Approach 

Unlike the deterministic approach, probabilistic approach 

uses pixel operation instead of sub pixel operation.  

 

 
Fig. 3: Results of the (2, 2) Probabilistic approach (a) Shared 

secret (b) Share S1 (c) Share S2 (d)  Revealed Secret image 
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It means probabilistic approach generates unexpanded 

shares and reveals a secret image of the same size as of an 

original secret image. Experimental results for the   (2, 2) 

Probabilistic visual secret sharing scheme is shown in Fig. 

3.  Herein, it is clear that in recovered image, there are 

about 50% white pixels in white and 50% black pixels in 

the white area, and 100% black pixels in black area. 

 

III. METHODOLOGY 

 

The proposed approach encrypts the binary or halftone 

secret image with the help of auxiliary gray scale images 

into visually pleasing shares. Selected auxiliary gray image 

is used to make visually pleasing shares. Using this 

approach a secret sharing scheme called as 2-out-of-2 

secret sharing scheme with visually pleasing shares is 

developed, which contributes in the literature with the 

following features: 

 Generates visually pleasing shares 

 Generates unexpanded shares 

 Requires no codebook 

 Reconstructs unexpanded secret image 

 Reconstructs white pixels perfectly 

 

The idea of the proposed scheme is depicted through 

block diagram shown in Fig 4, for which step-wise 

procedure is given through ALGORITHM 1, detailed 

description is given here. Let S is a secret image to be 

diffused and disguised into the shares S1 and S2 with the 

help of auxiliary grey image C. To encrypt pixel S(i,j), 1 

≤ i ≤ M, 1 ≤ j ≤ N, of the secret image, first of all initialize 

the shares S1 and S2 with the random binary patterns of the 

size M × N. After that, consider the colour of the pixel S 

(i,j). If it is white(0), perform XOR-operation between the 

C(i,j) and S1(i,j), C(i,j) and S2(i,j) then assign resultant 

values to S1(i,j) and S2(i,j) as S1(i,j) ← C(i,j)⊕S1(i,j) and 

S2(i,j) ←C(i,j)⊕S2(i,j) respectively. If colour of the pixel 

S(i,j) is black(1), choose a random number r from 1 and 

2. Depending on the value of r, encryption of the pixel 

S(i,j) is carried out as follows. If r == 2, swap the values 

of the pixels S1(i,j) and S2(i,j) after that perform XOR-

operation between C(i,j) and 1, C(i,j) and 0 and assign 

values to S1(i,J) and S2(i,j) as S1(i,j) ← C(i,j)⊕1 and 

S2(i,j) ← C(i,j)⊕0 respectively. If r == 1, perform XOR-

operation between C(i,j) and 0, C(i,j)and 1 and assign 

values to S1(i,J) and S2(i,j) as S1(i,j) ← C(i,j) ⊕ 0 and 

S2(i,j) ← C(i,j) ⊕ 1 respectively. After encryption of 

every pixel of the secret image we obtain the shares S1 

and S2. Secret image can be revealed by performing XOR 

operation between share S1 and S2. 

 

Input: Binary or halftone secret image S and auxiliary 

grey scale image C 

 

Ensure: 

: 

Secret image is binary or halftone image 

Auxiliary image is grey scale image 

Size of auxiliary image is same as that of secret image 

 
1: Find the number of rows M and columns N of the secret image 

2: S1 ← randi([0 1], M, N) 

3: S2 ← randi([0 1], M, N) 

4: for i = 1 to M do 

5: for j = 1 to N do 

6: if S(i,j)==0 then 

7: S1(i,j) ← bitxor(C(i,j)S1(i,j)) . bitxor is a MATLAB 

function to perform XOR-operation 

8:S2(i,j) ← bitxor(C(i,j)S2(i,j)) 

9: end if 

10: end for 

11: end 

for 

12: for i=1 to M do 

13: for j=1 to N do 

14: r ← randi([1, 2]) 

15: if r==2 then 

16: S1(i,j) ← S2(i,j) 

17: S2(i,j) ← S1(i,j) 

18: if S(i,j)==1 then 

19: S1(i,j) ← bitxor(C(i,j),1) 

20: S2(i,j) ← bitxor(C(i,j),0) 

21: end if 

22: else 

23: if S(i,j)==1 then 

24: S1(i,j) ← bitxor(C(i,j),0) 

25: S2(i,j) ← bitxor(C(i,j),1) 

26: end if 

27: end if 

28: end for 

29: end 

for 

30: Output: Shares S1 and S2  

ALGORITHM 1:  ALGORITHM FOR THE PROPOSED SCHEME 
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VI. EXPERIMENTAL RESULTS AND DISCUSSION 

 

To ensure the feasibility of the proposed scheme 

experiment is carried out using an image processing tool 

provided by MATLAB, experimental results are shown in 

Section 4.1 followed by the performance analysis in 

Section 4.2. 

 

4.1 Feasibility 

Image INRIA.jpg from the INRIA Holidays dataset is 

selected as the source image. It is first converted into 

single bit monochrome image. This converted image is 

called as secret image, and is shown in Fig. 5a. Auxiliary 

gray scale image is shown in Fig. 5b. Fig. 5c and 2d are 

shares. Figure 2e is reconstructed secret image. From 

experimental results it is obvious that shares are similar to 

the auxiliary gray images and are visually pleasing and 

meaningful. Here it is clear that proposed scheme is 

feasible. 

 
 

Fig. 4 Block diagram of the proposed scheme 
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Fig. 5: Experimental results for proposed approach: (a) Secret 

image (b) Auxiliary gray image (c) Share S1 (d) Share S2 (e) 

Reconstructed secret image (S1 ⊕ S2) 

 

4.2 Performance analysis 

To evaluate the performance of proposed scheme analysis 

and comparison of the experimental results with existing 

basic approaches is given in Table 1. Herein, DA, RgA 

and PrA are abbreviations for Deterministic Approach, 

Random grid Approach and Probabilistic Approach 

respectively. Deterministic approach requires pixel 

expansion m ≥ 2 to encrypt single bit pixel of the 

monochrome secret image. Therefore, this approach 

generates shares m times larger than the original secret 

image. It means deterministic approach suffers from pixel 

expansion. Black pixels of the revealed secret image are 

completely black while white pixels are partially black 

and white due to which revealed image explores more 

black pixels in comparison to the original secret image. 

Overall, deterministic approach reveals 50% pixels 

correctly. Random grids approach based on the average 

light transmission through individual grids. Every pixel of 

the random grid is either black or white with 50% 

probability. Therefore, average light transmission of the 

Random grid S1 is denoted as  

 
Average light transmission of random grid S2 is denoted as 

 
Therefore, average light transmission of superimposition 

of S1 and S2 is given by  

 

Because light transmission is possible only when, 

corresponding pixels of both grids are white. 

 

In probabilistic approach, frequency of white pixels in the 

revealed secret image plays a major role. Frequency of 

white pixels in black and white areas of the revealed 

secret image is used by the human visual system to decide 

the colour (black or white) in the revealed secret image. 

Experimental results are given to Fig. 3 show that 100% 

black pixels in the black area, whereas 50% black and 

50% white pixels in the white area.  

 

For the proposed approach, experimental results given in 

Fig. 5 show that white pixels of revealed secret image are 

100% white whereas in black area pixels 50% black 

pixels. It generates visually pleasing shares. Overall, from 

Table 1 it is clear that the proposed scheme reveals 100% 

white pixels and 50% black pixels in addition to these, 

generates visually pleasing shares.    

   

V. CONCLUSION 

 
Table 1 Comparison with Existing Fundamental approaches 

 
 

Traditional visual cryptography suffers with noisy pixels as 

well as pixel alignment at the time of revealing the secret. 

The meaningless shares are subject of suspect by 

unauthorised users. These problems are resolved by 

Mutated random grid approach to share a secret image into 

visually pleasing shares. Proposed approach makes use of 

auxiliary grey image and patterns of binary pixels to make 

shares visually pleasing. In addition to these proposed 

approach is based on XOR operation which resolves the 

problem of pixel alignment.  Comparison with the existing 
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visual secret sharing approaches and experimental results 

show that, it generates unexpanded, visually pleasing shares 

without codebook requirement and reveals secret image 

with increased image quality. Therefore, the proposed 

approach is well suited for situations to be suspected by the 

intruders. 
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